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Good afternoon ladies and gentlemen
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Presentation Notes
The presentation today is on a proposed Cognitive Education Framework for Cybersecurity in a New Zealand Context. This is a research in progress and I am focusing this presentation on why a collaborative community approach to improving cyber hygiene in our country is not only essential, but also necessary to keep our shores cyber safe and perhaps plug the digital divide that is emerging dues to the lack of an efficient and robust cyber hygiene ecosystem, supported by educators. I propose that a whanau backed, Ako aligned cyber security education framework might be an answer to this emerging problem. 
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Before I begin, a brief on myself. I am Prashant Khanna. Have worked for over 23 years in the Indian Army and retired as a Colonel after my command of a battalion involved in providing cyber defence to the Western Front of the Indian Army, besides other duties. I am presently a Tutor at Waikato Institute of Technology. I teach subjects in Cyber Security and Big Data. I also lead the Network Group in the Centre of IT, Wintec. 
The reason why I am very passionate about the issues pertaining to Cyber Security in Education, especially those pertaining to Cyber Hygiene is because a broken educational structure affects our future generation in many ways that are not evident yet. 
I have been part of an organisation that professed, and ensured good cyber hygiene and cyber education infrastructure in a military manner. It was punitive in many ways, had stiff punishments in case of infringement and was both defensive, and offensive – as situation demanded. It worked most of times. When it did not, the results were severe and almost always impacted organisational security. Securing the cyber space was a 24x7 assignment for me and my team. Military rules and the disciplined ecosystem train people to survive in hostile environments – both in the kinetic space and the now in the cyber space. 
However, that was a past life. Today I teach in an academic institution, where students are not military subjects. However, I still see a state of cyber war all around me. I see students and parents come to grief when an account is hacked, or an inadvertent or indiscrete image/video of a person is exposed in social media, when disturbing videos of macabre events are shared online with total disdain of the privacy concerns around the event, when young minds are fed the indiscrete and continuous flow of information that biases their decisions and makes them do things that they would not normally do. 
I have often heard tutors dismiss this as a natural consequence of societal evolution. 
I see this as a glaring failing in our education system – especially in the domain of the cyber security education.
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Presentation Notes
The presentation will flow in the manner shown on the slide. I will begin with the reason Cyber Security Education is important. I shall cite my experiences of the emerging digital divide due to lack of cyber security education in the formative years of our students and other social-economic factors. I shall also touch upon the role of structured and continuous education in bridging the cyber-divide and a worst case scenario if we do not act now. 
I shall then present a threat matrix that has emerged out of a broken cyber security education framework in our country, its ramifications and possible consequences. 
I will then present the findings of my initial research on a recommended educational structure for cyber security. It is a work in progress and I seek the view of the esteemed panel and the experienced tutors attending this conference to critically comment upon the proposal. 
I will also highlight the alignment of the proposal with the key tenets of Ako, as enunciated in the Ako Learning and Teaching Directions 2020, a guiding document created at Wintec. 
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We as tutors, would today find it difficult to impart “proper education” to out student cohorts without the seamless availability of the Internet, the Google Guru, Youtube service, Moodle as a tool and perhaps a host of other useful services which make our teaching responsive, agile and interesting.  The thread that ties all these together is that they are almost all online.. 
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The world of cyber hacker is quite different. Identity theft, fraud, and the full monetization of the individual is at devastating risk. People, their information, their digital personas, and their secrets are the targets. When we think of hacking, we tend to believe that this is a problem that only affects the rich. To put it another way, those with agency are the targets. After all, they are the best targets — they have the money. 
While on the face of it that may seem true, it really isn’t. 
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Today, everyone has the means to procure the weapons of cyber offense. A smartphone, an iPad, a Laptop or even a Fitbit. The devices are within our reach, economically and socially. Societal pressures push us to be on all kinds of social medium, posit ourselves as happy beings, exposing our personal life in a very explicit manner, without having a clear grasp of what it can translate into. A simple formative exercise of creating a digital dossier of peer students in my class exposed that more than 70% of the class had incorrect privacy/security settings on their Facebook or Instagram accounts. The peer students could create a very accurate life profile using digital means of the other, at various levels of depth in a matter of a few hours. It led to an embarrassing exposure of one’s life, but was an essential lesson in privacy for my class of 45. The 30% of the class was more prepared/mature with the privacy settings were the ones who confessed to having read and adhered to some security related writing in the past.  
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The experiment also led me to appreciate the digital divide that exists in the cyber world. Those with the means are protected by the institutions that serve them. Fraud prevention services, credit monitoring, insurance — these institutions and many more are inherently integrated into our lives. But those without the means operate their lives without the protection of those institutions and services. This puts them into jeopardy. The main cohort of people in this group are people without an effective social cyber net protective layers around them. Students are at the fulcrum of such a threat space. They operate in a mental and physical state that make them vulnerable to cyber hackers, state actors trying to influence 
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Let me give you an example - Meet Tanya Matekohi. She is an unmarried, a Kiwi or European, female. She is between twenty five to thirty-five, has a lower-income job, perhaps a child, and inherited a low-income home. Like many other in the Aotearoa, she lives paycheck to paycheck, banks at a community bank, and shops at discount stores and uses public care centers when she or her children fall ill. She has few, if any, institutions to protect her. The institutions she patronizes likely have little to no effective cybersecurity infrastructure and staff. Yet, she has to defend herself from attackers — because no one else can. And she’s totally getting owned — without even knowing it. She’ll never bounce back.  Now meet Anna. She is a married, Kiwi again, female. She is also twenty/thirty-five but she has a law degree, a well-paying job, many major credit cards, a personal banker. She uses a world-class health system when she or her children fall ill. She lives her life interfacing with high-quality institutions who defend her from attackers. Her wealth has helped her inherit the best practices of cybersecurity each and every step of the way. She’s getting owned too — but she gets alerted, insured, made whole again, and protected by her institutions crushing it on their security game. She bounced back before I finished explaining the scenario to you. 
When security practitioners bite it — the most vulnerable pay. 
Their lives are destroyed. 
They rarely recover.



ﬂ ﬁ Q/K ﬁ Societal Evolution

Educational Failure!
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Amongst us tutors, I can understand why many may not associate social impact with cybersecurity. We are not wired to think like that. From an earlier life in the military and as part of the Indian Army Red Team for Cyber Defence, I can relate to that lack of feeling. The relationship between the Cyber-Social haves and have nots is not very obvious. 
As tutors, at a premier conference like the one we are in, I am in the minority touching the topic of privacy or cyber security or even cyber hygiene from a tutors/academic institution’s/students perspective. We, as tutors, assume that this protective layer is something that someone is going to provide our students. Someone is going to do it for us. IT helpdesk, IT Support, the Cyber Security teacher perhaps. 
We as tutors perceive this to be a societal issue and this creates a digital divide. I attribute the digital divide to an apparent failing of the education system. 
While the new students entering the academic institutions are Millennials, the tutors are on the wrong side of the digital divide. The new generation is more accustomed to the ways of living in a digital world, not necessarily in a secure manner – but definitely more accustomed to the ways of the digital world. A teenager today, say my daughter, who is 17 can type on a phone 4 times faster than me, can search on Google twice as fast as me with more accurate results, can handle a phone camera better as she uploads an image at a restaurant of the dish with her face besides it in under 2 seconds, is eating, sharing, and exclaiming on a dinner table and her friends are all able to send emogys and reactions. Her dinner is a happy one IF she receives a minimum number of responses from her friends. Else, we had a dinner that sucked! Societal pressures apart, it points to an apparent lack of privacy culture which we never taught formally at school. 



Risk Matrix in a Digitally Divided
Soclety

A New Zealand Context
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We allow, rather insist, on a large screen device at school to run the online programs, then as the students move to college we expect them to bring in their own device – a more powerful laptop, a very new and expensive phone to complement it, a camera perhaps and other devices to track movement as well. We also invest in a suite of software that are trying to make life easy for us, help us in living a better life. However, what we miss is that each of these devices is making us bigger threat vector space holders. Each phone app that we download, or post that we upload to Facebook or Instagram images actually tends to make our 
But that does not mean that the outcome isn’t real. It doesn’t mean that our work does not directly impact the safety and security of a connected society. We are living in a highly connected society today, working collaboratively, interacting at different planes of social equivalence. But there is a new digital divide that is emerging 
For years, technology policy advocates have worked on addressing the digital divide — that is the gap between those with access to quality internet and those without. Yet, security never seems to find its way into the conversation. But access to the internet alone is not the only important factor. Cybersecurity is critical — especially for those on the margins of society who may never recover from an attack.
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Rapid technological evolution is changing the way businesses operate. Emerging technologies such as the Internet of Things, cloud computing, automation, and artificial intelligence (AI) are enabling new data-driven, distributed, machine-enabled business models and creating unprecedented opportunities to unlock new value. This value, however, is not guaranteed. As technology advances, so does the level of cyber risk that organizations must navigate. In fact, analysts estimate that cyber risk globally “could slow the pace of technological innovation by as much as US$3 trillion in lost economic value in 2020. Unfortunately, the rapid march of technology and its associated cyber risks seems to be outpacing the ability of organizations to adapt. Despite significant investments in cybersecurity over the past decade, organizations in every industry are facing a growing cyber risk gap. 
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On 2 April 2018 to the refresh of New Zealand’s Cyber Security Strategy and Action Plan (the Refresh)
Demonstrates the government’s commitment to building a connected nation and harnessing digital technology for economic growth, community benefit and innovation. Cyber security is essential to ensure that the gains of digital technology are not eroded, to protect the information and networked systems that are vital to our economic growth, and to enable New Zealanders to interact online without suffering harm. The ability to provide good cyber security may come to be seen as an indicator of economic competitiveness (and offer economic opportunities). 
Complements other initiatives already underway, such as the development of a Digital Strategy for New Zealand, the proposed establishment of a Chief Technology Officer and the priority accorded to digital rights
Responds to the clear upward trajectory of cyber security threats. Cyber threat actors are increasingly bold, brazen and disruptive. New Zealand’s geographical location does not exempt us from this threat. Digital technology provides new avenues for criminals and hostile actors to gain advantage. The widespread use of connected devices and emerging technologies has expanded the attack surface for malicious threat actors; 
Reflects the evolving and ongoing cyber security risk. The Strategy is an opportunity for the Government to take the lead in responding to cyber risks, but also tackle the challenge as a nation. The Strategy will be anchored in effective risk management, so the actions we take should collectively reduce the risk for everyone; and
Is in line with the intensified cyber security efforts of our Five Eyes partners, and other like-minded states
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Key Takeaways

* Commitment to building a connected nation and
harnessing digital technology for economic growth,
community benefit and innovation

e Establish a CTO office

* Responds to the clear upward trajectory of cyber Comprehensive Collaborative
secu”ty threats Framework for Inclusive

* Reflect on the evolving and ongoing cyber security Cyber Security Training
risk

* Intensify cyber security efforts of our Five Eyes
partners



Values and Priorities — NZ Plan

Values Priorities
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Following the subsequent engagements and further interagency work the draft Strategy has been revised to focus on the following four values and five priorities:
Values 
Partnerships are essential
People are secure online
Economic growth is enabled, and
National security is upheld
Priorities 
Cyber security aware and active citizens
Strong and capable cyber security workforce
Resilient and responsive NZ
Internationally Active 
Proactively tackle cybercrime



Framework

A consequence of the Threat Matrix



Threat Response/Mitigation

ﬂ
: Policy

roceduyreg and * Policy
T e | Coperss

Physica " Perimet

° NEtWQ ker Cyber Aware
r

T\ Cyber Issue

raining * Academ;, il
& o



Cognitive Education Framework for Cyber Security Education
(CEF-CSE)
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The aim of the framework is to provide students with the academic, technical, and employability skills through rigorous and applied coursework, work-based learning experiences, dual or concurrent enrollment, and industry-recognized certifications.
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Cognitive Structure for Cyber Security Education
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Skills needed for cybersecurity rely less on physical manipulation of tools and instruments and more on applying tools, frameworks, processes, and controls that have an impact on the cybersecurity posture of an organization or individual.


Educational Imperatives

* A framework to provide a curriculum for knowledge-supply chain -
dovetailed for Cybersecurity — From School to Industry

* Aligned with recognised certifications in the Cyber Security Domain

* Encompasses certifications, micro-credentials, exercises, seminars,
courses and challenges — something for every section of the
population

* Aligns with Ako



Ako Alignment

* Mahi Tahi — Working Together - It needs team work and collaboration
at ALL levels to achieve the synergy needed for effective Cyber
Security upbringing of our students.

* Tuakana Teina - Based on the relationship between an older person
and a younger disciple — Works top down with the leaders in the
whanau working to teach and train the younger members

 Whanaungatanga — A process which needs establishing links,
connecting with people, institutions, subject area experts, schools
and developing points of engagement which propels a cyber clean
ecosystem.
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Initial and Future Work

* Three terms worth of work has been put into creating scenario based
cyber security and forensics training at Graduate and Post Graduate
levels

* Interaction with schools in Waikato region is in the offing

* |dentification of a New Zealand based taxonomy for roles in Cyber
Security profession in line with the NICE structure used in the US,
SmartCyber program of Canada and ISEA in India is proposed

* Reaching out to Whanau/family level cyber hygiene representatives
and creating personas of ideal members is planned for a cyber
hygiene program









	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Risk Matrix in a Digitally Divided Society
	Cyber Risks Matrix
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Key Takeaways
	Values and Priorities – NZ Plan 
	Framework
	Slide Number 19
	Slide Number 20
	Objectives
	Cognitive Structure for Cyber Security Education 
	Educational Imperatives
	Ako Alignment 
	Slide Number 25
	Initial and Future Work 
	Slide Number 27
	Slide Number 28

